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INTRODUCTION

The SAFECOM Strategic Plan describes the The SAFECOM Executive Board, the program’s
SAFECOM program’s short- and mid-term priorities,  leadership body, assumes the primary

and associated annual products and activities, to responsibility for maintaining and updating the
enhance operability and interoperability for public SAFECOM Strategic Plan and will conduct annual
safety communications through the education of revisions to ensure it is up to date and aligns with
the community, decision-makers, and elected the changing internal and external interoperable
officials. SAFECOM identifies these priorities emergency communications environment. In
annually through its committee structure, addition, the SAFECOM Annual Summary will
consisting of four standing committees: Education track and report progress against the defined
and Outreach, Governance, Funding and priorities and initiatives. This plan is a living
Sustainment, and Technology Policy. SAFECOM document, which may be updated throughout the
also utilizes working groups and task forces to year as the emergency communications
accomplish initiatives. SAFECOM partners and environment changes.

coordinates closely with the National Council of
Statewide Interoperability Coordinators (NCSWIC)
across multiple program subgroups and
engagements.

SAFECOM incorporates nationwide
recommendations holistically, identifies gaps, and

determines how to fill them. Drawing from the National Emergency
Cybersecurity and Infrastructure Security Agency’s Communications Plan
(CISA) major guiding documents, SAFECOM ST
committees, working groups, and task forces

develop strategic priorities to influence policy, ©cisa

guidance, and future efforts important to the public
safety community. SAFECOM leveraged the
following documents to develop its strategic
priorities:

e National Emergency Communications Plan

Training &

(NECP): Serves as the nation’s strategic plan to Ecteen
enhance emergency communications capabilities
» SAFECOM Nationwide Survey (SNS): Nationwide Figure 1: The National Emergency Communications Plan;

data collection effort to obtain actionable and SAFECOM Nationwide Survey Framework, and Nationwide
critical data that drives our nation’s emergency Communications Baseline Assessment—major guidance
communication policies, programs, and funding.  documents developed by CISA and leveraged by the SAFECOM
SAFECOM leverages the collected data to identify Program to develop its strategic priorities.
gaps and inform the development of the
program’s strategic priorities and the Nationwide
Communications Baseline Assessment
e Nationwide Communications Baseline
Assessment (NCBA): Seeks to improve
understanding across all levels of government on
the capabilities needed and in use by today’s
emergency response providers in order to
establish and sustain communications
operability, interoperability, and continuity

2022 SAFECOM Strategic Plan CISA | DEFEND TODAY, SECURE TOMORROW

- 1
.;:‘, cisa.gov/SAFECOM i SAFECOMGovernance@cisa.dhs.gov @ Linkedin.com/company/cisagov o @CISAgov | @cyber | @uscert_gov 0 Facebook.com/CISA @ @cisagov


http://www.cisa.gov/
http://www.dhs.gov/safecom/NCSWIC
http://www.dhs.gov/safecom/NCSWIC
https://www.cisa.gov/necp
https://www.cisa.gov/safecom/sns
https://www.cisa.gov/sites/default/files/publications/NCBA%20Fact%20Sheet%20FINAL%2004212017_508.pdf
https://www.cisa.gov/sites/default/files/publications/NCBA%20Fact%20Sheet%20FINAL%2004212017_508.pdf

CONTENTS

INTRODUGCTION ...ttt et e e e e e e e e s s s e e e e e e e s s aanE e ne e e e e e e e sa s s Re s e e e eeeeesaannnrrneeeeeeesnannn 1
2022 SAFECOM EXECUTIVE BOARD .....ouiiiiiiii ittt e e e e e e 3
WHO WE ARE ...ttt e e e e e e sttt e e e e e s s s bbb e b et e e e e e e s s e a bbb e b et e e e e e es s nnrnbeeeeeeaeeaaanns 4
SAFECOM PRIORITIES ...ttt ettt e e e et e e e e e e e e s et e e e e e e e e e e e annnenes 5
FUNDING AND SUSTAINMENT COMMITTEE ......cooiiiiiiiiiic e 5
TECHNOLOGY POLICY COMMITTEE..... .o 5
COMMUNICATIONS SECTION TASK FORCE ... .ottt 8
PROJECT 25 COMPLIANCE ASSESSMENT PROGRAM TASK FORCE .........cccoiiiiieeiiieeeeen 8
INFORMATION SHARING FRAMEWORK TASK FORCE.......coiiiiiiiiiieieeee e 9
EDUCATION AND OUTREACH COMMITTEE ......oiiiiiiieiii e 10
GOVERNANCE COMMITTEE ..ottt e s e e e e s nnnnn e 11

IMPLEMENTATION L.ttt ettt e e ettt et e e e e e e s e bbb e e et e e e e e e s s snb b b e e e e e e e e e e e snnbnreeeeaeens 13





http://www.cisa.gov/



http://www.cisa.gov/
https://www.dhs.gov/safecom/about-safecom



http://www.cisa.gov/



http://www.cisa.gov/



http://www.cisa.gov/



http://www.cisa.gov/



http://www.cisa.gov/



http://www.cisa.gov/



http://www.cisa.gov/

Product Name Description Timeline Str_ate_glc 1 _Success
Priorit Indicator

Assesses membership needs; collects and vets new Qf - Q4 38 N/A
Maintenance applications for membership based on needs

Leverages suggested elements of governance

Best Practices for charters and by-laws in the Emergency

Governance Charters White Communications Governance Guide for SLTT Q1 36 1.1.2

Officials (Governance Guide) to develop best

practices for governance charters

Best Practices for

Governance Structure

Membership Analysis White

Articulates best practices in performing membership
gap analyses in alignment with the evolving Q1 37 1.21
ecosystem and related partners

SAFECOM Governance Provides updates to the fundamental documents

Charter and Operating which outline the vision, mission, structure, Qi 39 N/A

Processes and Procedures membership, roles and responsibilities, and

Update administration of the SAFECOM program

Writing Guide for Standard

(0] LIV [ [ W (0 [N A (YO VA Assists communities in developing SOPs/SOGs for Q 36 112

Standard Operating public safety communications o

Guidelines (SOG) Revision

Annual SAFECOM Elections Egg‘;f:;;h; fgiCtS‘X’i'Epé‘g’&S:r%f:;?rm'”e the Q3-Q4 39 N/A
Provides LMR background, examples of potential

Cyber Risks to LMR cyberattacks, and actionable steps to secure the

Whitepaper system. Includes additional resources on planning Q1 42 6.2.1

[Cybersecurity WG] and mitigation regarding known threats and
vulnerabilities

Guide to Getting Started with
a Cyber Risk Assessment
White Paper

Cybersecurity WG

Assists public safety organizations in understanding
the steps of a cyber risk assessment and how it can Q1 42 6.2.1
help strengthen operational and cyber resiliency

G EY ISR EId A0 8 Provides public safety administrators the immediate

Response Best Practices steps to take after a cyber incident. Acts as a Q3 42 6.2.1
Guide playbook inclusive of public safety and industry -
Cybersecurity WG partner recommendations

Cyber Incident Response Provides cybersecurity planning and cybersecurity

Guide/White Paper incident response best practices that encourage Q3 42 6.2.1
Cybersecurity WG stakeholder customization

SAFECOM Cybersecurity Provides informational messaging on time-sensitive,

Advisories critical cybersecurity alerts and notifications at the Ongoing 42 6.2.1
Cybersecurity WG request of the working group leadership
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SAFECOM

ASSURING A SAFER AMERICA THROUGH
EFFECTIVE PUBLIC SAFETY COMMUNICATIONS
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